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\ authentication techn ique for the 
\ counter-measure of security used for a 
j computer network by inserting a probe into at 
j least one of plural files and identifying a 
position where the probing is executed in the 
] computer network. 




f SOLU Tl ON : A commu n icat ion traffic 
j stream which enters and leaves a private 
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iiX^%^z.ybV—tf4 ybvfoi. a--if-^c7) 

[0027] bX3jC0^mZ3M, Stall ings, supra. 
PP.238-241.^rklCl^$iiT^|) 0 fflfcLT. bcM 

^-if-^iE^^x-if-^)7 r -Y ;«MMt Lfc* 

* >y N y- ? £ k oT*9£k & & -fe* U tm mi&Z 

[0028] 7 7^7^t-;l/18 0i;t l )^U7 > 
n-A'i8 5tcj:0#A$ix^y ^;^ro-7(i. * 
^Tu-7'#|gff k 7 r A T-*7 *-)\>l 8 0^ 

t-v*-)v ( 1 8o^rk") t / zxmmztimmzii&« 

^ri?^ 7r^7-7t U^ffl ^ t> tiX U S ^-y h 
y- ^ tfc V^T^T coMii b 7 7 >r v 9 \X 7 r A T- 
y ^ £ iiJfi L * ttflJf * 1 4 ^ A*fe S • ISt o T 

7 r >f y * - ;wi*^HB tag otro- 7^#- x-t 

[0029] LfrLifWmWMl±mcO*v hy-^S 

S*7h7-? M^7"n^ ix-tf- a- S*^ v vt 7° 
n-7'OffiA5-Sli|*ra,Ik^T"#S. CTkLT. $y 

7 A y%m§&itt LXimtiryAK-bA^y hy 

a U r -f tSffiii^ 1 ^yXfAitoi: 3 & ^fAt 
hhi)^Mzmh^-f^«r)^^ y r-y-?. a^F7x 

V7hyxT^^T^lt-^-k^T^S 0 
[0030] *JSBBCffoT7n-yi»As BES. H 

iM^*a2tSLfc. if^L^HSW^^k, ±a^) 

*frrs. 77^^f^7 hy-^ 1 3 04t^ajAO 
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(20 0) . *vh7-->±£ffii3iSilSflMIh57 4 
7 13 0 KIpJ* 1 -? Tf 

y^HHfASfll. (205) . *MWn-/«l 

fc, 774xyF±T'ir<T$ft*:*§-£\ ■fedfj.'Jr-f* 

[0031] <i*Hi* 7 FV-^'ifS^S^T&l. £ fc 

aaLTfi*iU«OT\ *f|HJ3«i^Tf«tl>7"n- 
7***£ <o J: -5 h 'J 1. 1 * om%m r 4 

at-**, fiiwia 

&fl^i±7 r 4 7-7 t-Mz £ DE*> {cg^f & £ i: 
**■-?#*. S'JiOSaiMKtJV^. ft^i^SfficOa-- 
f-f-^^Arnbn^ (UDP) Jty-yhcrtjm 
t~thC\t1fiX'%Z>. UDPa»OTCP/IP7P 
F 3;W±<7)ft±l<orj *7 v 3 y \sZW.<?m&7°n F 3 
^T'J> 0 » ^^itfOf-^ £3551 £ 2-5W77" U 7"- 
yfr'^^&f'Ofcfl&ut-A-A.'y F'^xXAS: 

[0 0 3 2] UDPktil&WTCP/I PJ^yhim 
X *) W^i^-A-\ 7 F L**£5fc L&v\ &"t?& 
^udp(stcp/i PiH-t^fi'Jf^^rn 
F3;I/?*£^T'*I>„ t&Jb^ U D PtifSMflft 

to* #T"S(i3*Lfc 0 IX L 4 3 . mzTC P/IPli 

oTV^*^Tfcl. (^-x-y^-fAS-^L^O, ^7" 
•y F «0®tB OffiBS: Lfc 0 , ffi-W- 7 F £Bi*fi I 
t^-f&ztKt') . UDPIi;«J:a^A--\ 7 
F te t> o T V ^ WCDTT C P / I P J; 0 t> #> 5 

-^A-xF^j*^ 1 ). IV47h7-?^77 

J; 3£77°y 7--^ a >izt ^ximmmxhh. zti 

[0033] cl^iot. 7t^7-7*-;H80H 
# Jg Wo - 7>m 5 ftfc t H 3 -fe a U f -f 
^ (UDP/tT-y F&if) £S?fiU 7r-f7- 1 7*- 
7WiTn-7*£:77'fxyF£-|3]£l (215),** 
a 6 (2 20) . 4*3*1*:** 
a!)f< SFftcOiSttfe J: tfB&tt . XfflHzft 3 fc . V * 
^^ilt*ottJ:^. 7r-(7-7t-/H80 
tf&fcU:*** U r <f SSIi. * v h 7- 7 1*^56 
to 7 7 i x y F fcJBfc-fc* a y f -f feffl*«#ft1- S ; t 
£*rf *>y F7-7^~l£^Oif ^ti^flS;* 7-t- 



s Jt-$hz\twx'%h. ~m<m.z&\\x. *7F7- 

7 1*1 /C=S:? 7 --f xy M:«fc 9 7"o-7 "^Hfr 3 ft 
■St. ~?X9-7t4MZU?x.> hU-^imiT- 
7<-X 1 8 2%t't,Zil<&Ztl& . iWi^fflWK* 7 

m<nxi?*>mMtf&h Z t tfX'Z hid V 
ZQimt&XolzLXhX^. 
[0034] jtftmt. 3yta-^-vh7-7to 

( 1 3 0fc4f) P l; I^-f- y <-COi-f ; '-^Vx7'77'7-f 
-V7h7i7( Netscape Navi gator ( iff ff ) ^ 

i*) «o«fS<o«ffiS:flei : 5r<r45ify^-rA0. » 

tc. ^i/Z^^f-^JavaSc r i p t-Yy^ — 
7 , U^-«fig2:ffi^<-rS. JavaScript 
(ffifl) li(51Ji.tt*S;»:. D.Flanagan, JavascriptThe De 
finitive Guide, Second edition, O'Reilly 8; Associa 
tes, Sebastopol, CS, 1997. IzmtyZtlX^h. Jav 
aSc r i ptll X-if— ^HTML^ff omy? 

7 77f-*UavaSc r i p t^Sf-TV?-* 
JMa-ftVit, -e^OVx 7'y'7^ J f-\tJ a v a S c r i 

pto rx^yrhj «^ffiT-^y^-^7 h (feJ;t/ 
www) i^ffBie^nyry-y (ro/^f) 

[0035] y 7° h* J J avaScript SrUff 
T# § /7 7f-t:o- F Sits t s y 7° FtiUfl 
"T^t^O, -?-OX?yri-<0JavaSc ript^ 
^fc:ffl£3nSJ:3^^<oaj*S:f^S. «-)t. Ja 
vaScript(±7x 7*7*7 ^-f-cOSW^Sffi-fl. 

it**T^, ^Jt, , 7i7''<-> ; ti|ix-?»3yTy > y 

iai:. JavaSc r i p t^m^X^mk^lZti 

[0036] Ji^cO J 3 ^r"7x 7'7'77^-iflilC*^ 
WA-t * - fc SfelT-oKEfSMt: J: 0 iftEflt* . H 1 

ti£lf3l,Z}3UX. Ty-K-h^vhy—n 3 0JS 
JL-lf-JB* 165-1-165-4 ^fflv^ftgitwx 
— ftti&9j:3fc. x-Hf-ffi*^tL^ 
W±X-if-Jg*l 6 5-2±^Hff-fS'7x7'7'5'> 

if- ( 1 6 o$r£) S-JWBti J; 5(:«tS;i*''T- 

# ^ „ jl— tf-s* 165-2 commmwy 4 

F^-y h7-^rt<0flfi<0a-1f-****l'e , <l<*)±{-*t{ 
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[00 37] 7'7-f^-M-y h7-? 1 3 0<7)«^. 

>J<y?**y by-?£if ) £>£>®A£*U 7 D ^M^-h 
* -y h 7-? < COHr* j. 'J f" 4 £>~f J: 

o ? U 7° hOUff m <tzMz^KX <7)7 x 777 
7^f-(4J a va Sc r i p t -f V ^-7 D| j ^ — Srffii. 

7-7 <g*f 1 1 o T f 4 7° 7 -f h * 7 b 7 - 7 £ft 

£ J6B L&ftii(f £ ^ & < & T ^£ 0 
[0 0 3 8] m»<DJ;-5£. ye .i-?**y 

7-^-iH8 0^*^^oTfltJ$$il. 7°7^f 
K-h^y h7-? 1 30^AlfIh77 4 >y?Xh 
'J^t7n^7lfAt^o 03(4. Aiiflh77 

>r 7?Xhy-A3 0 0<9#J£^U *^HB^^T7 D 
o-7£ffALT^SW£^LT^&. ilflh77 >r >y 
7Xh 'J-A3 0 0i4^°7'y 7?*7h7-^ 1 0 0^ 
^^-h^y h7-? 1 3 0s\tT-?ZM&— 
Jg^ffl*<?V^y h 3 0 0 - 1 ^fe^N'ir v h 3 0 0 - N 

(TCP/I PA^y £*A/CV*£. *^tC 

fi^fc. 7r>f 7-7*-7H8 0(4y^y h30 0£ 
SSL. A'^y bcoHfcA7r-f /I^i7°U-7'£ 7 y 
^tifA-rS. Wfcl/tA^.yh3 0 0-4ttA7r 
4/1^3 0 5 ^fL(4-ii<7)HTML^3 1 0$r 

^tf 7 74/1^* 6, 

[0 0 3 9] ^>f/Urn-A'l 8 5^7 0 n-7"3 1 5 
JHTML^3 1 O^RfcOtJfA-f ^<O^CO 
UttMtttdfc. «^IP7K1/X (?7-fxyH 
^^L7'7 7^'-S^^£7)#^0-f y*-*-y 
r7-t^0^t7°n-7'3 1 SAWASiU %<7)1kli7 

7*3 1 5(4hn^^M^^co^^;l/7L7 0 n-yrS> 
0. 7r^/l/30 5^\h7 D n-7"3 1 5*#AtStll 

*-y h7— ? 1 3 O^ilff h77 -f v^300^fsM 

[0 04 0] 7°n-/3 1 5 J avaSc r i 

P ttfr^3 2 0T*&£. 3 2 0(4. <;SCRIPT>;x=new imag 
eOix.s^' imager ; < ; /SCR I PT> ; (OfflMX'fo 0 . <IW47 

x 77 7 7 ir- £ $ «»r >f y * -r y 9 -m* 9 y 7 0 

hSIS^T*^. i mage lJi7"n-73 1 5 £ti 
»'J1-SHW*^?!|-C*So 7n-7'3 1 5(4S*WC 



(4hn-f^ST*0. 7x7*7^7-f-t;:*tU *7 
X? 'J-yt'v b7 7 7^- X (new image 
( ) ) *KSU '1^*4*-*/ ( image 1 ) 

*?>u-Y%ithS:o\iZ^3rth. 7°n-7'(4. 7^;U 
^7n-A'l 8 SlzX&Tf^XWfztbT-?^-* 1 
8 2££t|l/ti<fc^\ 7^^X7°n-A*l 8 5g# 

-x (^fy^-^7 h&i: ) ^^ru-yj^7 h7- 
?^#£J;9^7yu--K$i2\ Jja^&rn-^ 
A fJV-lztolXi* 

[004 1 ] tL7x7"7*77lf-l 6 6£\ t<X<7> 
7x7777fH:JavaSc r i p t >f y?-7°y 
SitSfc ^3 **y N7-;^'Jf^ 
»ffi£3£LTitfifcf , 7°o-7*3 1 5(4S?fi 1 £ivf . 
7 7-f7-7*-/H 8 0«***yT4«©££j£L 
%W U>U l>L7x 7*7^ 7^-1 6 6 0D»/fc&«ift 
o-Otfitt\ 7°n-7'3 1 ^Hfi^il. 7x7777 
If — 1 6 6tl-f ^-^7r^f;U ( i mage 1 ) (DW$Z 
&mttiZit&. I<7)J:d&ifl£7x7V77lF-16 
6 tcj: 5*7h 7- 7 5tjScoS*ti7 r A 7-7 * 
18 0tC±Offl»$tl, ***VT<9£c?)m^t IX 
DSfl&rS. aWcffljS$ii^7x77'77^-T(4 t Ic0 
J:5(:*7 h7-7itS ( image 1 ) 

(4^t\ -f**)^, 7°n-7'3 1 5<7)Hfff47 0 ^^- 
h^-y h7-7 1 30co3±U^^yr ^*r®^a 
-&LTt^^J:3^7x7'77 7" l f-l 66Wava 

ix(4^ y h 7- 7 1 -fe^ A y 1 ±co&M *4 * 6 C 

[0042] mmmMlz-h^X , *%0fl(4. t^'J 
X A W^fr&Z r> fz t $ (C 7 r 7-7 * -J^WtiE 
^atUDPA77b^fflt^ 0 7r-<^305i4^ 

e x e X'fo h 7 r A Mi'W + U -^ff"Tflg7 7 4 

7°n-73 1 5(±7T^l^3 0 5co^i^ h 
SrTP-7'3 1 5%mKth^t\ / zX->xm^lXL 

to^z^x'hhmmtcimizyrA}^ o 5^vk# 

A^it^. 

[0043] ^cnmtmXU. Tu-7'3 1 5(4-t^^ 

y x ^ Lfc*&cu DPA^7h & • 

7r^iH0 5A,t»AS^L*l8IR^18Sia^fr{iatt 

struct sockaddr.in sin={0,9, <0xF14E8All} ,0,0,0,0, 
0,0,0,0}; 

ints=socket(PF_INET,SOCK_DGRAM,0) ; 
connect (s, &; si n,sizeof (sin) ) ; 
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write(s, 0x88,1) ; 140 

close(s) ; 14 5 

[0 0 44] ±^Cfi^)3-WS: WIS^^F^ 150 

ki>>M)Vthb^ ^WiTn-r3 1 5 t LX7t 160 

A)V3 0 S'vfcjf A3*U Tn-7£|Sff LfcRfcjJrM 1 6 5 

cDUDPv\°y--y h££j&^& 0 •f'Srfcfe, l)L7°n-r 166 

3 1 5 t «ffi<OJL-^-i«*±'C*frr 6 fc , 1 7 0 

1F-S**M=*jl 'Jf^f ±<A^£{4£ A,TV>4 Z t £ 18 0 

Srffl-^fcLT. 7r^7-»)^H80^UDP 181 

A^y h 6. 182 

[0ffi^ffi*»J] 185 

[01 ] *^Bl?:ffl^4^fA^yD7?BT' 200 

foho 205 

[02 j *^HBSrffl^aai«07r>f 2 1 0 

[03] 01^XTATMfI£ft£ffifIb77^y? 2 1 5 

XHJ-AT£>& 0 2 2 0 

m^comm 300 

100 Ay»Jy^*7b7^ 30 5 

10 5 ^yh^-^iK 310 

110,115 *y bV-^*^ 3 1 5 

120.125 320 

130 T7^--M-y 325 
1 3 5 To^yf^^ 



LAN 

T — — X 

7 r JV^t 7°u-7"£ 7 yjfMzffiA 

HTML7r-f;U 
HTML^ 

rn-7" 

JaveScrip t tfp xi" 
ia*S?^7r^ 



[02] 



200 



205 



NO 



"Tyes" 



.220 
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/" 


125 



:?u*i/U--/<— 

^135 



90 



■180 



z-181 



-185 



•^□-try-tJ- 















,1 



182 



-145 



r140 



















r 160 











r130 



195 





r 165-2 
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[03] 




SCRIPT> X= NEW IMAGE( ); X.SRC= 'IMAGE 1; </SCRIPT> 



32(r JavaScripts^ 



(71)tBRA 596077259 

600 Mountain Avenue, 
Murray Hill, New Je 
r s ey 07974-0636U. S. A. 



